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Criminal Division 
· Six separate Units in Criminal Division

1. Economic Crimes Unit

2. General Crimes Unit

3. Organized Crime Strike Force

4. Narcotics Unit

5. PSN Unit

6. National Security Unit



USAO Economic Crimes Unit

·Financial Frauds  (Bank, Mail & Wire)

·Identity Theft and Access Device Fraud

·Securities / Investment Fraud

·Computer Crimes & Child Exploitation

·Environmental Crimes

·Tax Offenses / Money Laundering

·Copyright Infringement / IPR



IDENTITY THEFT



Scope of Problem
·Fastest growing crime in the United States

·Millions of new victims every year

·Billions of dollars in losses annually

·Victims often do not know they are victims for weeks, 
months or years

·No single place for thieves to strike 



What do Identity Thieves 
Want?

·Main goal:

·Name

·Social Security Number

·Address & DOB

·Ȱ"ÏÎÕÓȱ ÉÎÆÏÒÍÁÔÉÏÎȡ

·Bank account / credit card numbers

·PINs, codes, user Ids, etc.



What Identity Thieves can do:
·With your name, address and social security 

number, thieves can pretend to be you, and: 
·Open new lines of credit and accounts

·Withdraw funds from your existing bank 
accounts

·Apply for loans and government benefits

·Apply for utility services 

·File tax returns / obtain refunds in your name

·Get arrested / arrest warrants then issued for you



Sources of Identity information 
Ȱ,Ï× 4ÅÃÈȱ ×ÁÙÓ ÔÏ ÏÂÔÁÉÎ ÙÏÕÒ ÐÅÒÓÏÎÁÌ ÉÎÆÏÒÍÁÔÉÏÎȡ

·Ȱ$ÕÍÐÓÔÅÒ ÄÉÖÉÎÇȱ ÁÔ ÂÕÓÉÎÅÓÓÅÓ ÏÒ ÌÁÎÄÆÉÌÌÓ

·Stolen wallets or purses  (@work, health club,  school)

·Stolen from mailboxes or letter carriers

·Stolen from personnel files at work

·Credit applications stolen @ car dealer / businesses

·Stolen from your residence



Other sources of ID info
·Ȱ(ÉÇÈ 4ÅÃÈȱ ×ÁÙÓ ÔÏ ÓÔÅÁÌ ÙÏÕÒ ÐÅÒÓÏÎÁÌ 

information:

·Improperly access computer data bases: 

· At Work and at Schools

· Banks and other Businesses

· Hospitals

· Credit Bureaus

·Governmental agencies (BMV, etc.)

· Phishing scams



How your information is used
Change you address on existing credit cards, and 

run up charges.  

9ÏÕ ÄÏÎȭÔ ÆÉÎÄ ÏÕÔ ÂÅÃÁÕÓÅ ÎÏ ÓÔÁÔÅÍÅÎÔ ÉÓ 
received.

Open new credit accounts in your name.

Establish Utility service in your name.

Open bank accounts in your name and write
bad checks



How your info is used:
·They sometimes file bankruptcy in your name to 

avoid charges they have incurred.

·They file tax returns & obtain IRS refunds 

·They get identification (license, etc.) issued in 
your name with their photo
·)Æ ÙÏÕȭÒÅ ÓÔÏÐÐÅÄ ÂÙ ÐÏÌÉÃÅȟ ÌÉÃÅÎÓÅ ÉÎ ÙÏÕÒ 

possession is considered invalid

·They get arrested using your name & fail to 
appear, causing warrant to issue for you



Fake ID Cards


